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ABSTRACT

Smart IoT devices, such as lights, locks, washing machines, security cameras, etc., are becoming
omnipresent in households and companies across all industries. However, most of these devices
communicate over non-secure local protocols or via cloud services where security policies are not
transparent. Vulnerabilities may lead to unauthorized access to such IoT devices. Blockchain is
a technology that brings security by design and can be exploited also in the area of controlling
access to IoT devices. The goal of the paper is to test the use of blockchain with IoT devices
to increase the security of device usage while ensuring that the user experience remains efficient
and user-friendly. Three approaches to use blockchain are proposed and tested: a) application
without the blockchain using standard HTTPS protocol; b) an application using blockchain,
where users sign the transactions themselves; c) an application using blockchain where the server
signs the transactions. The paper successfully shows that blockchain can be used to enhance IoT
device security, with an focus on user-friendliness testing to ensure the solutions are practical for
everyday use.
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1 INTRODUCTION

In recent years, the Internet of Things (IoT)
has emerged as a transformative technology,
integrating the physical world with digital
systems to enhance efficiency, data collection,
and automation. This integration has prolifer-

ated in various sectors, including healthcare,
agriculture, and smart homes, yielding signif-
icant benefits. However, with the expansion of
IoT applications, the need for robust security
mechanisms has become paramount, especially
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considering the sensitivity and volume of data
involved (HaddadPajouh et al., 2021).

The introduction of blockchain technology
presents a promising solution to these security
challenges (Dorri et al., 2017). Blockchain, a
decentralized and distributed ledger technol-
ogy, is renowned for its robust security features,
transparency, and immutability. By integrating
blockchain with IoT, a secure, transparent, and
efficient framework for managing IoT devices
and the data they generate can be created. This
integration not only enhances security but also
fosters trust among users and stakeholders in-
volved in IoT ecosystems (Hosseini et al., 2023).

This article aims to explore the potential
of blockchain technology in providing secure
access to IoT devices and to provide a method-
ology on how to use blockchain for the purpose
of managing access to IoT devices. Many the-
oretical principles have been devised for these
purposes, but guidance for practical imple-
mentation is often lacking. Our effort involves
a multi-faceted approach, primarily focusing
on the integration of smart contracts within
the Node-RED1 environment, a development

tool for connecting hardware devices, APIs,
and online services in new ways. The basic
requirements for the solution are enhanced
security, while speed and user-friendliness are
not compromised.

This paper also focuses on the use of
blockchain in academic and research environ-
ments, the authentication of research data, and
the potential of this technology in the context
of a metaverse environment. The metaverse is
defined as the connection of the virtual world
to the real world, which occurs through the use
of IoT devices. Consequently, the management
of IoT devices is the next area of focus.
The article is structured as follows. Section 2
reviews common security flaws associated with
IoT devices and the usage of blockchain to
limit those flaws. Section 3 contains a descrip-
tion of the proposed usage of blockchain and
the description of technologies used. Section
4 describes the implementation results with
emphasis of the smart contract deployment and
the description of proposed approaches to using
blockchain in IoT. In section 5, the drawbacks
of blockchain usage are discussed.

2 REVIEW

In the realm of IoT, security is a primary
concern. IoT devices often collect and dis-
seminate sensitive information, making them
vulnerable to cyber-attacks. The inherent secu-
rity attributes of blockchain technology, such
as cryptographic encryption and decentralized
data storage, play a pivotal role in fortifying
this data (Dorri et al., 2017).

Several scholars have contributed to the
understanding of these vulnerabilities. Unwala
et al. (2018) discuss the critical period when a
new device joins an IoT network, highlighting
the necessity of robust authentication processes
to prevent unauthorized access. They delve
into the security features across various IoT
protocols, such as Z-Wave and Thread, to
underscore the complexity and depth of security
measures required.

Additionally, Dragomir et al. (2016) examine
the security capabilities of established IoT
communication protocols and emphasize the
need for standardized, interoperable security
solutions to protect against increasingly
sophisticated threats. This paper stresses
the importance of industry collaboration and
standardization efforts by groups like the IEEE
and IETF to fortify IoT security.

The evolving nature of IoT security threats is
further highlighted by Parashar and Rishishwar
(2017), who discuss how the interconnectedness
of IoT devices facilitates rapid information
exchange but also increases susceptibility to
hacking and service disruptions. Their research
calls for scalable security solutions that do not
compromise the operational efficiency of IoT
systems.

1Available at https://nodered.org/.
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Recent research also identifies specific mod-
ern threats to IoT environments, such as
Distributed Denial of Service (DDoS), Man
In The Middle (MITM), and replay attacks,
which exploit the inherent vulnerabilities of IoT
devices attacks (Dorobantu and Halunga, 2020;
Lalit et al., 2022; Rajendran et al., 2019).

These studies underscore the complexity of
IoT security and the need for a multi-layered
approach to protect against both current and
future threats. To address these threats, various
security measures have been proposed, includ-
ing lightweight security models and techniques,
and countermeasures against potential attacks
(Dorobantu and Halunga, 2020; Lalit et al.,
2022; Rajendran et al., 2019).

Traditionally, IoT networks have been depen-
dent on centralized models for data process-
ing and storage, potentially engendering single
points of failure. Blockchain, as a decentral-
ized mechanism, obviates these vulnerabilities,
thereby augmenting the reliability and robust-
ness of IoT networks. This decentralization
concurrently diminishes the risk of service inter-
ruptions, ensuring continuous operation (Dorri
et al., 2017; Hosseini et al., 2023; Polat, 2023).

In the context of IoT, blockchain serves
as a tool to secure integrated devices and
their communication. It is used to authenticate
devices on the network, where each device can
have its own unique identifier in the form of
a blockchain address. This address is used to
secure communication between devices and to
verify their transactions (Dorri et al., 2017).

The decentralized nature of the blockchain
means that data is not stored in a single
location, which eliminates the risk of attacks
on individual data stores and increases the
resilience of the network against outages. This
is critical for IoT applications (Hosseini et
al, 2023). Each transaction inscribed onto a
blockchain is immutably recorded in a tamper-
resistant manner, which significantly reduces
the likelihood of data misuse. Blockchain tech-
nology not only guarantees the integrity of the
data collected and disseminated by IoT devices,
but also preserves the quality and reliability
of the data, which is essential for decision-
making processes in various industries (Polat,
2023; Ramesh et al., 2020).

Blockchain also enables the implementation
of smart contracts, which are programs stored
on the blockchain, triggered automatically
when defined conditions are met. Within the
IoT sphere, smart contracts can autonomously
manage processes and interactions between
devices, eliminating the need for human inter-
vention. For instance, a smart thermostat could
autonomously request and remunerate for heat-
ing oil as required, with the transaction securely
recorded on a blockchain. Similarly, in the con-
text of our project, it could authenticate access
to smart locks on doors (Zheng et al., 2017).

The use of blockchain together with IoT
has been explored in many papers. The au-
thors in (Dorri et al., 2017) propose a novel
blockchain-based architecture designed to pro-
vide lightweight, decentralized security and
privacy for IoT without the overhead typically
associated with blockchain technology. Their
architecture is structured hierarchically and
includes smart homes, an overlay network, and
cloud storage, which coordinate data transac-
tions using blockchain to ensure privacy and
security. This architecture utilizes different
types of blockchains depending on the network
tier, which helps in reducing latency and com-
putational demands that are typical in standard
blockchain operations. The smart home tier
uses a localized blockchain that requires no
Proof of Work, thus, conserving resources. The
overlay network facilitates data transactions
between smart homes and external services
with reduced overhead and increased privacy
through clustering and selective transaction
verification.

The paper from Alam (2019) discusses the
integration of blockchain technology with the
Internet of Things (IoT), focusing on how
blockchain’s secure, decentralized ledger en-
hances data security and communication among
diverse, smart IoT devices, while also exploring
the opportunities and challenges of this ap-
proach.

Belhadi et al. (2023) describes a blockchain-
based system for improving security and effi-
ciency in medical image segmentation within
the Internet of Medical Things, using ensemble
learning, genetic algorithms, and U-Net ar-
chitectures, resulting in enhanced performance
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and robust security. In the case of security
testing, blockchain has proven to be a reliable
technology. It is mainly secured by asymmetric
cryptography, where every operation to write
to the blockchain or call a smart contract must
be signed with a private key. This private key is
typically encoded in a blockchain wallet, which
also has a public key from which the wallet
address is generated (Rawat et al., 2021).

Further proof that blockchain’s significantly
enhance IoT security, offering practical insights
into blockchain’s role in strengthening IoT
access control mechanisms, is provided by
Singh et al. (2023). In the paper, blockchain
technology is applied to IoT access control,
focusing on preventing cyber-attacks. It reviews
various blockchain platforms for secure IoT
access control and evaluates the efficacy of
smart contracts in addressing security issues.

Sandner et al. (2020) depicts the synergistic
use of blockchain, IoT, and AI, showcasing
how blockchain ensures secure and transparent
handling of IoT data, while AI analyzes this
data for advanced decision-making.

Various applications across domains like
smart agriculture, smart grid, smart home,
smart transportation, banking, and finance are
described in Tyagi et al. (2023). The paper also
delves into the role of smart contracts and their
functional architecture in these environments.

While these studies illustrate the broad appli-
cability of blockchain in enhancing IoT security
across various domains, the specific challenges
and requirements of smart homes necessitate
focused research. Smart homes are unique due
to their integration of diverse, interconnected
devices within a personal living space, re-
quiring seamless and secure communication.
This domain’s specificity means that while
general principles from other IoT applications
can inform smart home security, dedicated
solutions addressing the unique vulnerabilities
and operational demands of smart homes are
essential.

This paper focuses specifically on the role of
blockchain in smart homes. For the implemen-
tation the smart contracts will be used. Finally,
other technologies used in the practical part of
the paper will be described.

2.1 Integrating Blockchain in Smart
Homes for Enhanced Security
and Automation

Smart homes, as the term suggests, are res-
idences equipped with advanced technologies
that enable automation and enhanced control
over various home functions. These technolo-
gies encompass a range of applications such
as energy management, healthcare, security,
and automation of household tasks. Smart
homes utilize IoT devices to monitor, con-
trol, and support residents, thereby improving
their quality of life and promoting indepen-
dent living. The key focus of smart home
technology is to provide tailored services to
users, optimizing comfort, efficiency, and safety
within the home environment (Madakam and
Ramaswamy, 2014).

Several security and privacy risks and chal-
lenges in the IoT, particularly in smart homes
are identified in El-Azab (2021). These are the
same security threats mentioned in the previous
articles mentioned in the general IoT field.

Another article from Tyagi et al. (2023)
proposes a new smart home gateway network
architecture using blockchain technology. The
proposed network is divided into three layers:
device, gateway, and cloud, with blockchain
employed at the gateway layer to ensure data
integrity and security. The paper includes
an experimental analysis demonstrating the
effectiveness of this architecture over traditional
centralized models.

Most of those and other articles that discuss
the use of blockchain in smart homes make
use of the Ethereum blockchain, as the most
widely used and verified platform (Teutsch and
Reitwießner, 2019).

2.2 Blockchain Platforms

In the context of our research, the comparison
of multiple blockchain platforms to identify the
most suitable one was performed. The analyzed
platforms included Ethereum, Solana, Cardano,
Polkadot, Bloxberg, Hyperledger Fabric and
Binance Smart Chain (BSC). For each of these
platforms, several factors such as algorithm
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Tab. 1: Blockchain Platforms Comparison

Platform Blockchain
type Algorithm

Theoretical speed
(transactions
per second)

Smart
contract
language

Ethereum Public Proof-of-stake Dozens Solidity
Cardano Public Proof-of-stake Hundreds Plutus
Solana Public Proof-of-history Thousands Rust
Bloxberg Public Proof-of-stake Dozens Solidity
Binance Smart Chain Public Proof-of-authority Hundreds Solidity

Hyperledger Fabric Private Pluggable consensus protocols Thousands
Standard
programming
languages

Polkadot Public Nominated Proof-of-Stake (NPoS) Thousands

consensus, programming languages, transaction
speed, cost of operation, and decentralization
were considered.

Ethereum proved to be a very robust and
reliable platform, mainly due to its Turing-
complete programming language Solidity and
strong developer community. It has switched
to a proof-of-stake algorithm, reducing its
energy consumption and increasing throughput.
Ethereum is also compatible with a variety of
tools and has great support for smart contracts
and non-fungible tokens (NFTs). Solana, on the
other hand, offers extremely high transaction
speed thanks to its proof-of-history algorithm
and sharding technologies. However, it faces
security challenges and frequent outages, which
reduce its reliability.

Cardano, like Ethereum, uses proof-of-stake
and is known for its formal approach to devel-
opment and scientific methodology. Its unique
Ouroboros consensus system guarantees high
scalability. Nevertheless, Cardano is not yet
as stable and proven by various practical im-
plementations. Binance Smart Chain combines
proof-of-stake and proof-of-authority, which en-

sures high speed but also lower decentraliza-
tion. Polkadot enables interoperability between
different blockchains through its parachains,
supporting a wide range of decentralized appli-
cations. However, neither Polkadot nor Binance
Smart Chain are yet sufficiently stable and
proven by various practical implementations,
which limits their applicability for our project.

The Binance Smart Chain has proven to be a
fast and reliable blockchain, but it is a network
that is largely controlled by the commercial
cryptocurrency exchange Binance. It is thus a
blockchain that is largely centralized and thus
could be unstable (Han et al., 2021). For the
purposes of this research, it therefore appears
unsuitable.

The same is true, although to a lesser
extent, for the Cardano and Solana platforms.
Ethereum’s robust features, widespread adop-
tion, and consistent updates make it sufficient
for complex, long-lasting blockchain applica-
tions, also for the research projects. Bloxberg,
originated as a fork of Ethereum, is more
focused on experimentation in the academic
sector.

3 METHODOLOGY

Based on the research above, the Bloxberg was
selected as the most suitable platform for our
project. Bloxberg is specifically adapted for
academic purposes and uses proof-of-authority,
which increases efficiency. It was developed by
the prestigious German research organization

Max Planck Society and has strong support
from other major academic institutions. Thanks
to its compatibility with Ethereum, it allows the
use of smart contracts written in the Solidity
language and other features from the Ethereum
blockchain. This platform is ideal for secure
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and transparent storage and management of
research data, which is crucial for our needs.
Bloxberg also guarantees a high level of security
and data integrity, which is essential for our
project.

For our use case, smart contracts, programs
stored on the Ethereum or Bloxberg blockchain
that execute exactly according to code, are
very important, eliminating the risks of out-
ages, fraud, censorship, or outside interfer-
ence. Their uniqueness lies in their capabil-
ity to autonomously enforce predefined rules
and penalties, similar to traditional contracts,
but with added automation. In the realm of
IoT, smart contracts have big potential for
automating complex processes and interactions
between devices, enhancing data integrity, and
enabling new models of service delivery and au-
tomated decision-making, thereby revolution-
izing IoT ecosystems with their self-executing
and self-enforcing nature (Taherdoost, 2023;
Antonopoulos and Wood, 2019).

Smart contracts are used in many fields,
from Decentralized finance (Schär, 2021) or
Academic and education sphere (Palma et al.,
2019; Palma et al., 2020) to IoT (Lone and
Naaz, 2021) and Smart Homes (Lee et al.,
2020).

For writing smart contracts, Solidity lan-
guage (2024) is used. It exemplifies a high-level,
statically-typed programming paradigm. The
Solidity design facilitates the implementation of
self-enforcing business logic within smart con-
tracts, ensuring immutable transaction records.
Since Solidity is a very recent language, it is
important to be aware of the security issues
and threats that Solidity often suffers from, as
mentioned in (Staderini et al., 2022).

For writing code and then testing and de-
ploying smart contracts, the Remix IDE is
used. REMIX IDE is an open-source, web-based
integrated development environment specifi-
cally designed for Ethereum smart contract
development. It facilitates the writing, testing,
debugging, and deployment of smart contracts
in Solidity. Key features of REMIX IDE include
an integrated debugger, static analysis tools,
and a user-friendly interface for deploying con-
tracts on the Ethereum or Bloxberg blockchain.

Its browser-based accessibility and comprehen-
sive toolset make it ideal for both novice and
experienced developers in the field of blockchain
technology (Ethereum, 2024).

For more advanced testing and detailed
analysis, Ganache is used. Ganache is a part
of the Truffle Suite, serving as a personal,
local blockchain for Ethereum or Bloxberg
development. It allows developers to deploy
contracts, develop decentralized applications
(dApps), and run tests in a private, risk-free
environment. Ganache provides key features
like simulated blockchain transactions, contract
execution, and block mining, with the flexibility
of both a desktop application and a command-
line tool (Ganache CLI). This tool is essential
for developers to test and refine smart contracts
before deploying them to the public blockchain
network (Truffle Suite, 2024). For creating an
architecture that connects IoT hardware de-
vices, smart contracts, APIs, and other services
(cloud and online services) it is appropriate to
use Node-RED.

Node-RED is a popular open-source tool
used in IoT and home automation. It offers
a visual programming interface that simplifies
creating applications and automation flows,
even for those without extensive coding knowl-
edge. Users can easily connect and control
data and devices using pre-built blocks called
nodes, which are connected to define data flow.
These nodes support various functionalities
and communication protocols like MQTT and
HTTP, allowing integration with a wide range
of IoT devices and services. Node-RED also
facilitates real-time monitoring and debugging,
making it easier to optimize workflows. It’s
versatile in deployment, running on platforms
from Raspberry Pi to cloud services.

To be able to integrate smart contracts
into this tool, an in-depth exploration of the
capabilities of Node-RED was performed. This
process was twofold: first, it involved a thorough
examination of the various libraries and mod-
ules available within the Node-RED ecosystem
that facilitate communication with blockchain
networks. Second, a practical implementation of
smart contracts in the Node-RED environment
was created.
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Fig. 1: Node-RED is the central point for controlling IoT devices. A user may interact with Node-RED that is connected
to Smart Contract to verify the user’s access

After the research and design phase, the
development phase followed. The code for
the smart contracts was created. This code,
formulated in Solidity using the Remix IDE,
was explicitly tailored to manage the locking
and unlocking mechanisms of door locks. The
smart contract on the Bloxberg blockchain was
deployed using the Remix IDE tool.

Upon the successful development, next phase
was the integration of this code within the
Node-RED environment, see Fig. 1. This stage
was critical in bridging the gap between the
theoretical aspects of smart contracts and their
practical application in real-world scenarios.
The process involved deploying the smart con-
tract to a test blockchain network, an essential
step for verifying the functionality and security
of the contract under simulated conditions. For
this deployment, the Ganache tool, which pro-
vided a streamlined and controlled environment
for testing, was utilized.

Parallel to the deployment, the appropriate
Node-RED flow was created. This flow was
intricately designed to interact seamlessly with
the deployed smart contract, thereby facilitat-
ing the communication between the Node-RED
interface and the blockchain network.

For our use case, a simple smart contract2
showing the basic structure for securing access
to a smart door was created. A new contract
is deployed for each door, allowing for separate
management. Thus, for each door, the contract
may be slightly different and may contain dif-
ferent access rules. In a more complex system,
there could be a single, large smart contract
that also manages the individual IoT devices.

For creating an architecture that connects
IoT hardware devices, smart contracts, APIs,
and other services (cloud and online services)
it is appropriate to use NODE-RED. Node-
RED is a popular open-source tool used in
IoT and home automation. It offers a visual
programming interface that simplifies creat-
ing applications and automation flows, even
for those without extensive coding knowledge.
Users can easily connect and control data and
devices using pre-built blocks called nodes,
which are connected to define data flow. These
nodes support various functionalities and com-
munication protocols like MQTT and HTTP,
allowing integration with a wide range of IoT
devices and services. Node-RED also facilitates
real-time monitoring and debugging, making it
easier to optimize workflows.

4 RESULTS

4.1 Smart Contract Deployment

A smart contract that allows the owner to
manage the list of users who have access to the
home and allows these users to open and close
door it the home based on their permissions
was created. Events are used to inform others
of events in the smart contract.

The contract was deployed through Remix
IDE. For testing purposes, Remix IDE provides
a way to deploy the contract to the virtual
blockchain that runs on local device. In case of
and deployment of a contract on a production
blockchain, the blockchain wallets in a browser,
for example MetaMask, through which we
can sign and confirm the deployment of this

2The whole contract is available at https://github.com/AndrejGono/IoTBlockchainPaper/blob/main/
SmartHomeAccess.sol.
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Fig. 2: A flow in NODE-RED for deploying a contract

contract needs to be integrated. However, the
goal was to integrate this contract into Node-
RED, so it was deployed automatically through
the Remix IDE service.

To integrate the contract into Node-RED
it was necessary to compile the contract in
Remix IDE and find out what is its ABI
(Application Binary Interface) and ByteCode,
with which it will be possible to deploy the
contract directly from Node-RED. The ABI
acts as an interface between the smart contract
and an external caller, such as applications or
other contracts. ByteCode is a string of bytes
that an Ethereum virtual machine (EVM) can
execute. After writing and testing the code in
Solidity, this code is compiled into ByteCode.

Ganache was used for contract deployment,
which provides a local test blockchain on
which the contracts to test transactions can be
deployed.

In Ganache, it is necessary to create a
new Ethereum or Bloxberg environment and
Ganache will create a separate test blockchain,
within which it will also create a list of Bloxberg
addresses loaded with Bloxberg tokens. This
blockchain is running on address localhost and
port 7545.

Upon the creation of a contract and a
blockchain for deployment, a new flow in Node-
RED that deploys the contract automatically is
also created (see Fig. 2).

This flow contains multiple nodes:
• Deploy: This node initiates the deployment

process, serving as the control input that
starts the operation when activated. This
Note could be replaced by an HTTP Re-
quest node, which allows the contract to be
deployed by calling a REST API endpoint.

• Deployment Configuration: This node con-
tains predefined parameters essential for the
deployment process, like bytecode, ABI and
arguments for contract constructor.

• Deploy Contract: This node performs the
deployment of the contract, executing the
process using the provided configuration
details to launch the contract into the
desired environment.

• Contract Address & ABI: This node outputs
the contract address and ABI, which are
essential for interfacing with the deployed
contract, providing a means for applications
and users to interact with it.

Once a contract has been deployed, a flow is
created that allows the methods of that contract
to be called. Two HTTP endpoints are provided
for users to call, thereby opening and closing
doors. It is assumed that the user who calls
this method has the necessary permissions to
control the door. This flow can be seen in Fig. 3.
• [post] /open: This HTTP input node listens

for POST requests on the /open endpoint.
When a request is received, it triggers the

Fig. 3: A flow in Node-RED for calling functions to open and close the doors
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flow to call a function on the smart contract
that checks whether the provided address
has access rights. If access is granted, the
function will proceed to open the doors.

• Contract Options: Configures the necessary
parameters to interact with the smart con-
tract, such as the smart contract’s address,
ABI, gas limit for Ethereum or Bloxberg
transactions and also translates http body
attributes to flow attributes, so other nodes
know what to do.

• Function: This node constructs the trans-
action object to interact with the smart
contract. It contains the logic to call the
‘open door’ function within the smart con-
tract, which includes specifying the function
name and arguments based on the incoming
request data.

• Get state of doors & Open/Close doors:
These nodes execute the interaction with
the smart contract. Since the ‘open’ action
involves changing the state (by granting
access and opening the door), it would
utilize the Open/Close doors node to ini-
tiate a transaction on the blockchain. If
there’s a ‘call’ to simply check the status
of blockchain without changing the state,
it would go through the Get state of doors
node.

• TX: This node is set to process the trans-
action. It would handle the transaction
response from the blockchain network, or
event trigger which includes a transaction
hash or additional information.

• HTTP: This node sends the HTTP response
back to the requester. It would communi-
cate the outcome of the request, indicating
whether the door was successfully opened or
if the request was denied.

The corresponding process for closing the
door would be similar using the close endpoint.

4.2 Proposed Secured IoT
Approaches using Blockchain

It is logical that adding security measures
will reduce the speed and user-friendliness of
the solution. Our implementation contains a

simple process where the user calls an HTTP
endpoint on some server via a web or mobile
app, which then calls a function on the IoT
device. In our case, the smart doors that are
opened or locked by the call. We have included
an intermediary in this process, which is the
blockchain, or smart contract, which is deployed
on this blockchain and serves as middleware.
The smart contract performs an additional
verification that the user with the blockchain
address through which this contract calls has
indeed been granted permissions. In this case,
the blockchain acts as a database in which the
blockchain addresses of users are stored, and
each one is assigned information about whether
it has access to a given door. Communication
through this intermediary logically slows down
the whole process, because the blockchain acts
as a robust and secure, but slow, database.
Much depends on the use of the particular
network. The Bloxberg, which is one of the
fastest networks because new blocks are created
in it and added to the network every 7 seconds
was used. Every transaction, and therefore call
or operation performed by a smart contract,
is stored in a block within a maximum of 10
seconds, and thus is forever written in the
history of the blockchain.

In order to assess the efficacy of proposed
approaches, a solution that makes use of
blockchain was put in a contrast with a solu-
tion that does not. Concurrently, a balanced
approach that would permit the utilisation of
blockchain and its advantages while maintain-
ing user-friendliness and simplicity was pro-
posed. This balanced approach is an application
that employs blockchain, wherein transactions
are not signed by end-users, as is customary,
but rather, the private key for signing transac-
tions is stored on the server that users interact
with.

Three variants for architecture have been
proposed: 1) an application without the use of
blockchain; 2) an application using blockchain,
where users sign the transactions themselves;
3) an application using blockchain where the
server signs the transactions.

The architecture of each solution can be seen
in Fig. 4.
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Fig. 4: The architecture of proposed solutions

The approach 1 is a standard communication
model, without the use of blockchain. This
approach is fast, but not as secured as when
using blockchain.

The approach 2 is using blockchain, where
each user has their own blockchain wallet,
which they manage and protect themselves.
This approach is very secure but slow and
thus not suitable for dynamic things like smart
doors. On the other hand, this approach is
optimal for more tech-savvy users and for a
sensor that does not store data very often (e.g.
only once per hour). However, this complicates
the whole process because it introduces an extra
step. In order to interact with the blockchain,
the user must download a wallet. When calling
a smart contract, the user must provide his

blockchain address and sign this operation
with his private key. This work is handled for
the user by their blockchain wallet, such as
Metamask, which is open-source and generally
considered secure and reliable. However, the
user has a large number of other wallets to
choose from. For some users, however, this may
be a no-go, as they will not have the technical
knowledge to operate the blockchain wallet and
sign transactions through it.

The approach 3 is focused on an alternative
to usage of blockchain. The users use a classic
API and authentication via the blockchain is
performed by the server.

To test the security of the approach, the call
to a transaction with the user’s address was
signed with a different, custom private key.
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In this case, the node does not accept the
transaction at all and rejects it with an error
message. This is because authentication works
on the principles of asymmetric cryptography,
where the blockchain address serves as the
public key (it is an encrypted public key)
and each blockchain wallet has its private key
encrypted belonging to it. Thus, in order to
impersonate another user, their private key
would have to obtained. The key is stored
securely on the user’s device and is managed by
the wallet or blockchain application they use.

4.3 User Testing of the Designed
Application

As stated in the introduction, the primary
objective of the proposed solution is to en-
hance the security of the system through
the utilisation of blockchain technology, while
maintaining the user-friendliness of the system.
As previously outlined in the research, the
utilisation of blockchain introduces an addi-
tional intermediate authentication step to the
overall system, thereby enhancing the overall
security. However, this intermediate step results
in a more complex and time-consuming process
within the application, for example, when un-
locking a smart IoT door.

Consequently, user testing was conducted to
ascertain whether typical users would be able
to utilise and operate a blockchain applica-
tion without the experience being negatively
affected. Additionally, the objective was to as-
certain whether individuals lacking familiarity
with blockchain or the technology in question
would be able to utilise the blockchain appli-
cation. Furthermore, the testing was designed
to ascertain user perceptions regarding the
use of blockchain in terms of security and
the time required to complete the process. As
the blockchain authentication process comprises
a number of distinct stages, the testing also
sought to ascertain which of these stages proved
most challenging for users and which consti-
tuted a barrier to their engagement.

A total of 43 respondents participated in the
testing phase. All participants were required
to solve a hypothetical scenario in which they

are in possession of a door equipped with
an Internet of Things (IoT) lock, which they
are able to control via a mobile application.
A prototype of the mobile app was created
in Figma, in which the entire process was
simulated. Users were required to operate the
app iteratively in order to complete the process
of unlocking and opening the door.

The respondents represented the productive
segment of the population, aged 20 to 60.
They were categorised according to their educa-
tional background as follows: college technical
(STEM), college non-technical (humanities),
and no college degree.

A control group of ten respondents was
tasked with unlocking an IoT door in an
application without utilising a blockchain. In
the context of the proposed solutions, this
constituted Approach 1, which is commonly
employed in classical blockchain-free solutions,
whereby the user controls the IoT device by
connecting to a server. The application is
illustrated in Fig. 5.

The remaining 33 respondents were provided
with a prototype mobile application, which was
an implementation of the proposed Approach
2. This approach was selected due to its robust
security and comprehensive user experience,
which increases the potential for user error dur-
ing the door unlocking process. The rationale
behind the robust security measures is that
the user retains control of the entire process,
eliminating the need to delegate any functions
to the server. This approach is therefore recom-
mended.

The IoT door unlocking process with
blockchain commences in a similar manner to
the process without blockchain, but involves
a few additional steps. These supplementary
steps can be observed in Fig. 6.

In the initial phase of blockchain-based au-
thentication, the user was required to select
the appropriate blockchain wallet with which to
sign the transaction. The signing of the trans-
action was conducted in a separate application,
which is the reason for the discrepancy in visual
style between the second and fourth screens in
Fig. 6. This is a distinct application, designated
as Metamask, to which the user was redirected.



236 Andrej Gono, Ivo Pisařovic and Martin Zejda …

Fig. 5: Application for user testing with Approach 1 (without blockchain)

Fig. 6: Application for user testing with Approach 2 (with blockchain)

The wallet is capable of accommodating multi-
ple accounts. The specific account is selected
by the user on the second screen of Fig. 6.
Following the selection of the account, the user
is prompted for confirmation, as illustrated
on the third screen. Upon confirmation, the
user proceeds to sign a transaction, which is a
smart contract on the blockchain, to verify their
permissions (see Fig. 4).

4.4 Evaluation of Testing

Of the 33 respondents included in the test
group, 32 were able to complete the entire
verification process. Of the 33 respondents, 14
were previously unacquainted with blockchain
technology, having no prior awareness of it.
Another 12 respondents had heard of blockchain
technology but had not utilized it.



Improving IoT Management with Blockchain: Smart Home Access Control 237

A total of 13 respondents from the test group
indicated that they had not completed a college
education. A further four respondents held a
non-technical college degree.

Given this data, the use of blockchain appears
to be suitable for people without a university or
technical education, and also for people without
any experience with blockchain.

The average completion time for the process
in the group that did not utilise blockchain
technology was 19.7 seconds. In contrast, the
group that employed blockchain technology and
was required to undergo multiple verification
steps took, on average, 59 seconds to complete
the process. The entire process was completed
in a maximum of 120 seconds. This is, therefore,
almost three times longer.

For this reason, respondents in the blockchain
group were asked how they perceived the
process in terms of time. Only one respondent,
out of 33, found the process to be very
efficient, stating that it was fast and minimally
time consuming. 12 respondents considered the
process to be efficient, stating that it was
relatively quick and that the time invested was
reasonable. 12 respondents considered the time
to be less efficient, indicating that although
the process was longer than anticipated, it
was still manageable. Conversely, 7 respondents
considered the time to be inefficient, indicating
that the process was too long and that the time
invested was unreasonable.

The time required to complete the process has
an adverse effect on the user-friendliness of the
application, which may ultimately discourage
users from utilising it. In light of the fact that
there is no means of accelerating the verification

of a transaction on the blockchain, it is evident
that none of the aforementioned steps can be
circumvented. Consequently, there is limited
scope for improvement. Further testing would
be required to ascertain whether users are
willing to accept this time frame. In the event
that they are not, we recommend utilising
Approach 3 (see Fig. 4), whereby a portion
of the process is conducted on the server,
thereby reducing the overall time required for
the user.

In order to ascertain whether users would
be amenable to an extension of the allotted
time, respondents were invited to provide their
assessment of the application in terms of its
user-friendliness. A total of 29 out of 33 respon-
dents rated the application as excellent, good,
or fair. Four respondents provided negative
ratings, citing a lack of understanding and
the difficulty of the process, not just the
blockchain component, as the primary reasons
for their assessment. These respondents had no
university degree and no experience with IoT
and blockchain technologies.

Additionally, while testing, users were af-
forded the opportunity to access the app’s help
functionality should they require clarification
regarding the appropriate course of action in
a given scenario. The tooltip provided an
explanation of relevant blockchain terminology,
facilitating a more comprehensive understand-
ing of its advantages. However, only 10 respon-
dents availed themselves of this assistance. The
majority of respondents demonstrated sufficient
understanding to complete the process indepen-
dently, even if they lacked prior experience with
blockchain.

5 DISCUSSION

Adding blockchain as an intermediary in the
process of controlling smart doors has increased
security at the expense of speed and user-
friendliness, which is in line with expectations.
Performance testing has shown that each trans-
action through the blockchain takes a minimum
of 7 seconds, which may be limiting for some
applications.

Performance testing is usually done using
load tests, where a method or process is run
many times in a row, and latency and response
time are monitored under this increased load.
However, such testing is more challenging in
the case of blockchain testing because the same
transaction (or smart contract call) from a
single blockchain address to the blockchain
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can only be send once per block. A second
transaction can only be send after the previous
transaction has been included in the block and
that block has been verified by the blockchain
node the application is communicating with.
This means the user can call the smart contract
method only once in each block, that is, only
once every 7 seconds. This is a common security
measure of most cryptocurrencies, where the
possibility of sending multiple transactions in
a single block could lead to multiple spending
of identical funds. Thus, in practice, there will
never be an “overload” of blockchain requests
from a single user.

However, it may happen that thousands of
users will interact with the blockchain or a
certain smart contract at one moment. This
could significantly slow down the machine
that processes the transaction, and therefore
increase the waiting time of 7 seconds for a
transaction to be executed significantly. Again,
this is virtually impossible to test because the
blockchain itself runs on a large number of
nodes, and it is never know which node a user
will be communicating with. Ideally, the user
communicates with the closest node, but the
blockchain also tries to distribute the network
communication among the other nodes. How
a given node handles the load depends on
its hardware parameters, and of course each
node is different. However, blockchain networks,
whether Bitcoin, Ethereum or Bloxberg, work
on the principle that they contain what is
called a mempool, which is a small database
containing transactions to be included in a new
block and verified. If a blockchain node receives
more transactions than it can include in a block,
it simply stores the remaining transactions
temporarily in the mempool and verifies them
in the next block.

Again, it is not possible to determine the
exact number of transactions that will fit in
a single block. Bloxberg, like Ethereum, does
not have a fixed limit block size in megabytes,
like Bitcoin, for example. Instead, it uses the

concept of “gases”, where each transaction costs
a certain amount of gases depending on what
computational resources are needed to execute
it, and each block has a gaseous limit that
determines how many transactions can fit in it.
The gas limit for a block changes dynamically
depending on the decisions made by the miners
(in the case of Proof-of-Authority on Bloxberg,
the universities make the decisions) and the
current network. The gas limit for a block is in
the range of millions of gas units. The typical
gas limit per block is around 15 million gas. A
simple transaction as well as our transactions
for locking/unlocking doors have around 21,000
gas. This means that theoretically, if a block
contained only simple transfer transactions,
a block would fit approximately 714 transac-
tions (15,000,000/21,000 = 714). In practice,
however, blocks contain a mix of different
transaction types, and the actual number of
transactions in a block will depend on their
specific complexity and the amount of gas used.
In situations where data retrieval from the
blockchain is the sole objective, waiting for a
new block is unnecessary, and immediate access
to the data is available. However, in the context
of the paper and in the majority of cases, there
is an additional requirement to write data to
the blockchain. For instance, after unlocking
or locking a door, it becomes necessary to
record its current state on the blockchain.
Unfortunately, in such scenarios, users must
patiently await the inclusion of this operation in
a block. What can be said for sure is that each
user transaction takes a minimum of 7 seconds.
If the network is congested and the nodes
cannot keep up with adding all new transactions
to a block (the blocks are full), the user may
wait several times longer for a transaction. If
the user should wait longer than a few seconds
to unlock the door, such an application does not
make sense and will certainly not be accepted
by the normal user. A solution could be the
use of private blockchains, in which new blocks
would be included in the block more frequently.
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6 CONCLUSION

This research demonstrated the effective inte-
gration of blockchain technology with Internet
of Things (IoT) devices, focusing on securing
access control in smart homes, specifically
through smart door locks. The practical appli-
cation involved using Bloxberg smart contracts
within the Node-RED environment to enable
secure and autonomous control of smart door
locks. This integration showed a substantial
improvement in IoT security, leveraging tools
like Remix IDE and Ganache for smart contract
development and testing.

The principal contributions to the field are
the results of the user testing. The user testing,
which involved 43 participants, revealed that
97% of users could complete the blockchain-
based verification process within an average
time of 59 seconds, indicating that it is a
feasible technology for real-world applications.
Regardless of their technical background, users
were able to operate the blockchain-enabled app
with proficiency.

Three architectural approaches for integrat-
ing blockchain with the Internet of Things (IoT)
were put forth for consideration. A solution that
does not utilise blockchain technology, a fully
decentralised user-managed blockchain solution
and a blockchain solution that is assisted by a
server.

The fully decentralised approach offers ro-
bust security, but it can be complex and
time-consuming for users. The server-assisted
approach strikes a balance between security
and usability by offloading certain processes to
a server, thereby rendering it more practical
for everyday use. The findings indicate that
blockchain-based applications have the poten-
tial to improve the security of IoT systems with-
out negatively impacting the user experience.
The server-assisted approach, in particular,
represents a promising solution for industries
seeking to develop secure and user-friendly IoT
applications.
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